Geriatric Care Management
Cyber Liability Program
The typical Geriatric Care Management Agency maintains a significant amount of confidential information pertaining to clients. This includes both personally identifiable information as well as personal health information.  The potential harm to clients, as well as resulting legal liability, may be significant.  The coverage form is Network Security and Privacy Insurance that features simplified underwriting for qualifying members of NAPGCM.  The product offers a streamlined application process that simplifies quoting and binding.  The applicant that meets program qualifications can choose options from the rate card and request to bind.
COVERAGE COMPONENTS

· Network Security & Privacy Insurance – Covers third party claims arising out of a breach of the insured’s Network Security or other private information.  Includes coverage for both online and offline information, virus attacks, denial of service, and failure to prevent transmission of malicious code.
· Privacy Breach Responses Costs – Includes all reasonable legal, public relations, advertising, IT forensic, call center, credit monitoring, identity theft restoration and postage expenses incurred by the insured in response to a privacy breach.
· Network Asset Protection (including Non-physical Business Interruption) – Coverage for all reasonable and necessary sums required to recover and/or replace data that is compromised, damaged, lost, erased or corrupted.  Coverage also includes business interruption and extra expense coverage for income loss as a result of the total or partial interruption of the insured’s computer system.
· Regulatory Defense & Penalties – Coverage for defense costs and fines/penalties for violations of privacy regulations, including, but not limited to, HIPAA, Red Flags Rule, and the Hi-Tech Act.
· Multimedia Insurance – Coverage for both online and offline media, including claims alleging copyright/trademark infringement, libel/slander, plagiarism, and personal injury.
· Cyber Extortion - Will pay extortion expenses and extortion monies as a direct result of a credible cyber extortion threat.
· Cyber Terrorism - Coverage for income loss and interruption expenses as a result of 
the total or partial interruption of the insured’s computer system due to a cyber terrorism attack.

PROGRAM HIGHLIGHTS

· Worldwide coverage - claims can be brought outside of the U.S. 
· Defense and Breach Response Costs outside of the Limits
· Network Asset Protection’s policy trigger includes accidental damage or destruction, administrative and operational mistakes as well as computer crimes and attacks

· Breach of non-electronic paper files is covered
· Property Damage exclusion does not include electronic data
· Commercial and corporate confidential information is covered

· Data in the custody of outsourcers or independent contractors is also covered

· Acts committed by rogue employees are covered, as well as privacy claims from employees 

· Multimedia coverage includes liability assumed under contract
· Extended Reporting Period is available up to 3 years
· Must not have experienced any related claims/incidents in the last 3 years.
· Must encrypt all sensitive and confidential information on mobile devices.
· Must have a firewall and anti-virus system in place.
· Larger risks can be submitted for underwriting.
Coverage cannot be bound under the terms and conditions of this program for Applicants that do not fall within the program qualifications; however, Applicants will be considered for coverage outside the program. 

HOW TO PURCHASE THIS INSURANCE

1. Fully complete the application(pages 7-8), including the attached Surplus Lines form for non-CA risks (page 9) or D1 Disclosure Notice for CA risks (page 10).

2. Calculate the premium from the pricing grids below (pages 5-6).

3. Sign and date (must be within 45 days of the effective date) and return the completed application to your broker with your check for the premium, plus state taxes, policy issuance fee and any applicable broker fee.
LIMIT OPTIONS

LIMIT OPTION 1

I. 
   Multimedia Liability




$500,000

II.
   Security and Privacy Liability


$500,000

III.
  Privacy Regulatory Defense/Penalties
   
$500,000

IV. 
 Privacy Breach Response Costs
, Customer 

Notification Expenses, and Customer Support 

and Credit Monitoring Expenses
   
  
$250,000
V.  
 Network Asset Protection


$50,000



       Loss of Digital Assets


       Non-physical Business Interruption
and




            Special Expenses









 

VI.
  Cyber Extortion




$500,000

VII. Cyber Terrorism Coverage


$500,000

Maximum Policy Aggregate Limit of Liability: 
$500,000
LIMIT OPTION 2

I. 
   Multimedia Liability




$1,000,000

II.
   Security and Privacy Liability


$1,000,000

III.
  Privacy Regulatory Defense/Penalties
   
$1,000,000

IV. 
 Privacy Breach Response Costs
, Customer 

Notification Expenses, and Customer Support 

and Credit Monitoring Expenses
   
  
$500,000
V.  
 Network Asset Protection


$100,000



       Loss of Digital Assets


       Non-physical Business Interruption
and




            Special Expenses 
VI.
  Cyber Extortion




$1,000,000

VII. Cyber Terrorism Coverage


$1,000,000

Maximum Policy Aggregate Limit of Liability: 
$1,000,000

(Limits are in excess of the self-insured retention.  Higher limit options will need to be manually underwritten.)
Limit Option 1
	Gross Yearly Revenue
	Deductibles*
	Annual Premium

	$1 - $250,000
	$1,000
	$750

	$250,001 - $500,000
	$1,000
	$898

	$500,001 - $750,000
	$1,000
	$1,046

	$750,001 - $1,000,000
	$1,000
	$1,194

	$1,000,001 - $2,000,000
	$2,500
	$1,341

	$2,000,001 - $3,000,000
	$2,500
	$1,489

	$3,000,001 - $4,000,000
	$2,500
	$1,637

	$4,000,001 - $5,000,000
	$5,000
	$1,785


*Special Expenses (under Network Asset Protection) has a 10% co-insurance.  Network Asset Protection and Cyber Terrorism have an 8 hour waiting period.
Limit Option 2
	Gross Yearly Revenue
	Deductibles*
	Annual Premium

	$1 - $250,000
	$1,000
	$1,000

	$250,001 - $500,000
	$1,000
	$1,157

	$500,001 - $750,000
	$1,000
	$1,314

	$750,001 - $1,000,000
	$2,500
	$1,471

	$1,000,001 - $2,000,000
	$2,500
	$1,629

	$2,000,001 - $3,000,000
	$2,500
	$1,786

	$3,000,001 - $4,000,000
	$5,000
	$1,943

	$4,000,001 - $5,000,000
	$5,000
	$2,100


*Special Expenses (under Network Asset Protection) has a 10% co-insurance.  Network Asset Protection and Cyber Terrorism have an 8 hour waiting period.
These rates are effective from 1/1/12 through 6/30/12 and supersede any prior rating.

· These rates apply to the program underwritten exclusively for NAPGCM  
Geriatric Care Management
PROGRAM APPLICATION

Section One – Applicant Information

1. Name of Applicant: 











(as it should appear on the policy)

2. Description of Operations: 










Mailing Address: 







 



City: 






 State: 


 Zip Code: 


Phone: 





 Email: 







Web Site: 






 No. of years in business: 


Annual Revenues: Current Year: 

 One Year Ago: 


 Two Years Ago: 

For questions 3-5., if the answer is “No”, coverage cannot be bound as per the terms and conditions of this program.  If you desire an indication outside the program, please provide details for the “No” answers.
	3. Are you HIPAA compliant?
4.
If you store personal information on portable devices, is such data encrypted to industry standards?

      Check here if you do not allow employees to download personal/confidential information to portable devices  FORMCHECKBOX 

5.
Does your company use anti-virus software and firewall protection on all  desktops / portable devices and mission critical servers, and it is updated in accordance with the software provider’s recommendations?
For Question 8., if the answer is “Yes”, coverage cannot be bound per the terms and conditions of this program.  If you desire an indication outside the program, please provide details for a “Yes” answer.

6.
Has the applicant received any complaints, claims or been subject to litigation involving matters of privacy, injury, identity theft, denial of service attacks, computer virus infections, theft of information, damage to third party networks or the Applicant’s customer’s ability to rely on the Applicant’s network?
	 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

    FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No


Section Two – Notice to the Applicant

A. The Applicant represents to the best of its knowledge and belief that the statements set forth herein are true and complete.

B. The Applicant agrees that after receipt of the completed Application form, underwriters have two working days to either confirm or deny coverage.  It is also agreed this Application shall be the basis of insurance and will be attached to and made part of the policy should a policy be issued.

C. 
The Applicant further represents that if the information supplied on this Application changes between the date of the Application and the inception date of the policy period, the Applicant will immediately notify the underwriter of such a change, and the underwriter may modify or deny coverage.

Signed: 







 Date: 





Authorized signature of a Principal or Officer 

Must be signed and dated no more than 45 days prior to binding)

Print Name: 






 Title: 





Section Three – Payment Instructions

Premium:




$ 



Plus CA Taxes & Fees (if applicable):
$ 

 (3.250% in addition)

Policy Issuance Fee*: 


$ See below

Broker fee:



$ 


TOTAL PAYMENT


$ 



* IMPORTANT – Please make sure to include NAS policy issuance fees as follows (per state):
   MI - $56; CT/GA/FL/MA/MT/NV - None; All other states - $100
If this risk is subject to surplus lines tax, you must arrange for filing the affidavit and for payment of the applicable State tax/fees in addition to the premium.

· Policy fee is fully earned.

· Written Policies are subject to a minimum earned premium of 25%. 

· No Flat Cancellations.
SURPLUS LINE FORM

THIS MUST BE COMPLETED IN FULL IN ORDER TO ISSUE THE POLICY

INFORMATION REGARDING THE FILING AND PAYMENT OF SURPLUS LINE TAXES

Name of Applicant 










Surplus Lines License 

Number for this filing










License Filing State










Name of Individual 

or Company License Holder 










Address of License Holder










Signature of Person

Completing this Form










(need not be license holder)

Date










NOTICE:

1.
THE INSURANCE POLICY THAT YOU ARE APPLYING TO PURCHASE IS BEING ISSUED BY AN INSURER THAT IS NOT LICENSED BY THE STATE OF CALIFORNIA. THESE COMPANIES ARE CALLED “NONADMITTED” OR “SURPLUS LINE” INSURERS.
2.
THE INSURER IS NOT SUBJECT TO THE FINANCIAL SOLVENCY REGULATION AND ENFORCEMENT THAT APPLY TO CALIFORNIA LICENSED INSURERS.
3.
THE INSURER DOES NOT PARTICIPATE IN ANY OF THE INSURANCE GUARANTEE FUNDS CREATED BY CALIFORNIA LAW. THEREFORE, THESE FUNDS WILL NOT PAY YOUR CLAIMS OR PROTECT YOUR ASSETS IF THE INSURER BECOMES INSOLVENT AND IS UNABLE TO MAKE PAYMENTS AS PROMISED. 
4.
THE INSURER SHOULD BE LICENSED EITHER AS A FOREIGN INSURER IN ANOTHER STATE IN THE UNITED STATES OR AS A NON-UNITED STATES (ALIEN) INSURER. YOU SHOULD ASK QUESTIONS OF YOUR INSURANCE AGENT, BROKER, OR “SURPLUS LINE” BROKER OR CONTACT THE CALIFORNIA DEPARTMENT OF INSURANCE AT THE FOLLOWING TOLL-FREE TELEPHONE NUMBER: 1-800-927-4357. ASK WHETHER OR NOT THE INSURER IS LICENSED AS A FOREIGN OR NON-UNITED STATES (ALIEN) INSURER AND FOR ADDITIONAL INFORMATION ABOUT THE INSURER. YOU MAY ALSO CONTACT THE NAIC’S INTERNET WEB SITE AT WWW.NAIC.ORG. 
5.
FOREIGN INSURERS SHOULD BE LICENSED BY A STATE IN THE UNITED STATES AND YOU MAY CONTACT THAT STATE’S DEPARTMENT OF INSURANCE TO OBTAIN MORE INFORMATION ABOUT THAT INSURER.  
6.
FOR NON-UNITED STATES (ALIEN) INSURERS, THE INSURER SHOULD BE LICENSED BY A COUNTRY OUTSIDE OF THE UNITED STATES AND SHOULD BE ON THE NAIC’S INTERNATIONAL INSURERS DEPARTMENT (IID) LISTING OF APPROVED NONADMITTED NON-UNITED STATES INSURERS. ASK YOUR AGENT, BROKER, OR “SURPLUS LINE” BROKER TO OBTAIN MORE INFORMATION ABOUT THAT INSURER. 
7.
CALIFORNIA MAINTAINS A LIST OF APPROVED SURPLUS LINE INSURERS. ASK YOUR AGENT OR BROKER IF THE INSURER IS ON THAT LIST, OR VIEW THAT LIST AT THE INTERNET WEB SITE OF THE CALIFORNIA DEPARTMENT OF INSURANCE: WWW.INSURANCE.CA.GOV. 
8.
IF YOU, AS THE APPLICANT, REQUIRED THAT THE INSURANCE POLICY YOU HAVE PURCHASED BE BOUND IMMEDIATELY, EITHER BECAUSE EXISTING COVERAGE WAS GOING TO LAPSE WITHIN TWO BUSINESS DAYS OR BECAUSE YOU WERE REQUIRED TO HAVE COVERAGE WITHIN TWO BUSINESS DAYS, AND YOU DID NOT RECEIVE THIS DISCLOSURE FORM AND A REQUEST FOR YOUR SIGNATURE UNTIL AFTER COVERAGE BECAME EFFECTIVE, YOU HAVE THE RIGHT TO CANCEL THIS POLICY WITHIN FIVE DAYS OF RECEIVING THIS DISCLOSURE. IF YOU CANCEL COVERAGE, THE PREMIUM WILL BE PRORATED AND ANY BROKER’S FEE CHARGED FOR THIS INSURANCE WILL BE RETURNED TO YOU.  

Date: 








Insured: 







D-1 (Effective July 21, 2011)
NEW!	Your purchase/renewal of Cyber Liability now includes premium access to tools and resources that help mitigate a breach with insurance carrier’s Risk Management website. Being more than just a phone call solution, the website offers quick and easy access to online compliance materials with links to statutes and regulations, summaries of federal and state law, and suggestions on how to remain up-to-date. Other features include training programs with ready-made webinars, Hi-def printable posters, and training modules. The website even offers step-by-step procedures to reduce risk by teaching how to properly identify sensitive data and store or dispose of it. As always, in the event of a breach, NAS will guide you through the process of a claim. No automated dial-in number. No gimmick. But an in-house Claims Examiner who will stay with you throughout the life of the claim.
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